
whoami 

hostname 

ss -tlnp | grep -E '2200|2222' 

uptime 

df -h / 

free -h 

swapon -- show 

 

 

Separation between real SSH and honeypot SSH 

VM stability (uptime, load) 

Swap configured and active 

Disk under control 

 

 

cd /home/azureuser/cowrie 

ps aux | grep cowrie | grep -v grep 



 

 

ls -lh var/log/cowrie/cowrie.json 

tail -n 5 var/log/cowrie/cowrie.json 

 

 

 

grep -a "login attempt" cowrie.log | wc -l 

 

The honeypot isolates attacker interaction on port 2222, while administrative access is 
restricted to port 2200. 

 

 

grep -a '"eventid": "cowrie.login.failed"' \ 

/home/azureuser/cowrie/var/log/cowrie/cowrie.json | wc -l 



 

 

 

 

grep -a '"src_ip"' /home/azureuser/cowrie/var/log/cowrie/cowrie.json \ 

| jq -r '.src_ip' | sort | uniq | wc -l 

 

 

Cowrie was configured in JSON logging mode, enabling structured ingestion into Loki 
and Grafana. 

 

Promtail forwards Cowrie JSON logs to Loki for centralized analysis. 

System & isolation 

ss -tuln 

uptime 

df -h / 

free -h 

swapon –show 

 

 

Cowrie health 

ls -lh /home/azureuser/cowrie/var/log/cowrie/cowrie.json 

tail -n 5 /home/azureuser/cowrie/var/log/cowrie/cowrie.json 

 

 



Attack evidence (JSON) 

grep -a '"cowrie.login.failed"' cowrie/var/log/cowrie/cowrie.json | wc -l 

 

Total login attempts 

jq 'select(.username != null)' /home/azureuser/cowrie/var/log/cowrie/cowrie.json | wc -l\ 

 

Unique attacker IPs 

jq -r '.src_ip' /home/azureuser/cowrie/var/log/cowrie/cowrie.json \ 

| sort | uniq | wc -l 

 

Top usernames 

 

 

Count credential attempts 
jq 'select(.username != null)' /home/azureuser/cowrie/var/log/cowrie/cowrie.json | wc -l 

 

 

 



Cowrie was configured to log events in JSON format. Due to version-specific event 
identifiers, login attempts were identified by the presence of credential fields 
(username, password) rather than fixed event names. 

 

Structured JSON logs were parsed using jq to extract attacker behavior, credentials, and 
source IPs. This approach avoids brittle string matching and supports scalable ingestion 
into Loki. 

 

 

These points show the geographic origin of SSH login attempts captured by my Cowrie 
honeypot. 
IPs are enriched with GeoIP data and visualized in Grafana using Loki as the log 
backend. 


